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OFFENSIVE SECURITY
AHAJNIM3 3ALLMLLUEHHOCTM
NMPUJIOXXEHMUU U UT-UHDPACTPYKTYPbI
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AHanm3 MobwnbHble O6nayHble Active
Koaa MPNNOXKEHNH cpenbl Directory

HALWLUUN NMPEMMYLLUECTBA

v  KOHTpPOsb Ka4yecCTBa Ha Ka)YXOOM 3Tane npoeKTa v Py4yHOM aHanus v pearnbHble cUueHapuu aTakK
3penoe yrnpaBfeHMe NpoeKTaMm 1 BHYTPEHHNI [MpoBepsaeM BM3HEC-NOrMKY N HECTaHOAPTHbIE
ayonNT Ka4eCTBa aHaJ1M3a BEKTOPbI aTakK, a He TOJ1bKO «KJTACCUNYECKUMIM YEK-TTUCT»

v Co6CTBEHHbIE MUHCTPYMEHTbI U METOAUKM v HenpepbiBHOE NOBbILUEHUE IKCNEPTU3bI
aHaIn3a 3a cyeT R&D
crnon b3yeM BHYTPpEHHWNE pa3pa6OTKl/I KOMaH,EI,a peryndpHO y4acCTBYET B NCCNeJOBaHMAX
M HapabOTaHHbIN MPAKTUYECKMIM OMNbIT 6e3onacHocTun, CTF 1 bug bounty

v ApanTtauma nop cneundPuKky npoekKTa v [lpo3payHaga paboTa ¢ KOMaHAOM 3aKa34uMnKa
MeTO,EI,l/IKa TECTNPOBaAHNA N peKOMeHO AU YHUTbIBAtOT PeWJ'IS:l PHblE CTaTyCbl, OreparnBHOe yBeoMJIeEHNE
KOHTEKCT KOHKPETHOTIO I'IpVIﬂO)KeHVIﬂ/VIHd)paCprK‘I'ypr O KPUTUYHHDBIX PUCKAaX, O6cy>K,£I,eHl/Ie Pe3y/1bTaTOB

JTIOBbIE ®OPMATDbI NPOEKTOB No4 BALLN TPEBOBAHUA

v KOMMMEKCHbIM aHain3 v Red Team/KunbepyyeHus
v TecTnpoBaHMe MeTodaMU «4epPHOro ALlnKa, v  DOumanyecknim neHTecT, npoBepka CKY/,
«Ceporo almnKa», «6enoro aLuimKa» coLManbHaga MHXXeHepKUs

NMNOJITYYHAEMDIE PE3YJ1bTATDI

BbiaBneHue NpoBepka O60CHOBaHHbIE NoBbilleHUe
KPUTUYHbIX 3PPEKTUBHOCTU peKoMeHaauum 3pefniocTm
ysi3BUMOCTEN A0 TeKyLUnX Mep Mo NOBbILUEHUIO npoueccoB UBb,

3/10yMbILLUNIEHHUKA 3alUMThI 3alLUULLEHHOCTU UT, pa3zpaboTKu



LEJ/IN AHAJIN3A SALLNLLIEHHOCTU

3awumTa 6VI3HGC-I'IpOLI,eCCOB, KIINeHTOB N AaHHDbIX

ABTOMaTM3aUMa BU3HEC-MPOLLECCOB 1 MCMob30BaHMe Al paclumpsaeT naoLwab
BO3MOXXHbIX aTak. AHaNM3 3aLMLLEHHOCTU MO3BOAET BOBPEMA MOEHTUPULIMPOBATL
M OTPEearmpoBaTb Ha PUCKK 00 peanm3aunmm HenpmuemneMbix cLueHapues

OueHka adpPpekTuBHoctn UT n b npoueccos

AHaNM3 3aLMLLEHHOCTM MO3BONAET MONYUUTb MPAKTUYECKYHO OLIEHKY TaKMX MPOLECCOoB,
KaK ynpaBneHume yY4eTHbIMM 3aMnCcaMm 1 OOCTYINOM, yrpaBieHne 0OHOBAEHNAMMU,
4 ‘ ceTeBOM cerMeHTaumnemn, oueHKY MOHUTOPUHIA U pearnpoBaHna M T.A.

OueHKa npoueccosB pa3paboTku MO u BcTpanBaHua Al

AHanm3 NPEMKIagHbIX KOMIMOHEHTOB METOLOM «6enoro gauimKa» MoMoraeT BbIgBUTb
KaK TOYHe4Hble, TaK M CUNCTEMHbIE I'IpO6}'IeMbI Ha YPOBHE apPXUTEKTYPbI, MPOoLUEeCCOB,
BCTPanBaHNA CTOPOHHUX KOMITOHEHTOB U l/IHTeraLI,l/Il;I C BHelWWHMMKMN CcepBUNCaMU
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YTO BXOAUT B OTHET?

v [1oNHbIN rnepeyvyeHb BblABJIEHHDIX yﬂ3BMMOCTel7I v OTtoenbHoe pe3toMe OJ14 PYyKOBOOCTBA

v OnumcaHue noarBep>XXgeHHbIX 3alLLlMTHbIX MeP v ﬂ,eMOHCTpaLI,l/IQ Pea/TM3YEMOCTUN aTaK

N X Uernoyek
v AHanmMTMn4yeckaga oLleHKa KPUTUNHHOCTI

yassmmMocTen, CVSS v [lpnnoxeHma c TeEXHNYEeCKNMUM OeTanaMun.
PoC, »XypHalbl O0eNCTBUIA, CHUMKM
v [leTanbHble peKoMeHOaLumMm no UCcnpaBieHUMo 3KPaHOB U T.M.

NMOYEMY MDbI?

0\ MHo)XecTtBo CVE @3

: Bonee 15 net pa6oTbl
Google, Apple, Microsoft, VMWare v ap. P

B HarnpaBleHWM aHanM3a
3awmueHHocTm (Offensive Security)

It

bonee 700+ ycnewHbIX NPOEKTOB

MNo aHalan3dy 3alLEHHOCTI {*:’} Bonee 30 3KCMNEepToB

B 06/1aCTU MPaKTUYECKOro
aHanM3a 3alWMLLEHHOCTU

Hanuuyune ceptnudumkatos
OSWE, OSEP, OSCP, CRTP un nip.

98 % aonga nosiNibHbIX 3aKa34ynKoB

@) y Mocrie 3aBepLIeHNs NMPOEKTOB
OTpa)keHue Halleil SIKCNepTU3bl

CTaTb¥ U KOHbEPEHLLMIN, Nobenbl *80 MYHKTOB COMIacHO MHOEKCY
B CTF, 6narogapHoOCTV OT KOMMaHUM NPS
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Moynna komnaHumm SolidLab paboTtaeT B o6/1acTn MHPOPMaALIMOHHOM 6e30mnacHOCTM 6onee 15 neT, 3aWmilag opraHmM3aumm
OT KMbepyrpos, npeaynpexmaad aTaki, MUHUMU3NPYS PUCKU PUHAHCOBBIX U penyTauMoHHbIX NoTepb. SolidLab npeonaraer
MOMHbIN KOMIM/IEKC YCYT: OT MEHTECTOB A0 3aLUNTbl MPUNIOXKEHMW, PpearnpoBaHmMa Ha MHLUMAOEHTbI M OpraHmM3aumnm npoueccoB SDLC.




